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has successfully achieved student level credential for completing the

Cybersecurity Defense Analyst Career Path

The student was able to proficiently:

» Describe the key cybersecurity goals of Confidentiality, Integrity, ¢ Apply a structured five-stage investigation methodology to

and Availability, and the concept of Risk. cultivate the critical thinking skills required to analyze potential

* Navigate frameworks like the MITRE ATT&CK® to recognize security incidents.
commonly seen Tactics, Techniques, and Procedures. » Carry out a typical triage and investigation process using Splunk,

» Explain the role of the Cybersecurity Analyst and distinguish the including the use of Risk-Based Alerting and SOAR playbooks.
tasks belonging to Analyst, Engineer, and Architect roles withina ¢ Summarize the main steps in the PEAK Threat Hunting Framework
Security Operations Center. and determine the best threat hunting approach for a given

* Navigate Splunk and perform basic searches to analyze and scenario.

visualize data using Splunk’s Search Processing Language (SPL).
* Explain and use common SPL commands to compose efficient
searches.
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